Penakuus 1aHHOro 10KyMeHTa BeTtynaet B cuiy ¢ 01.01.2021.

3apeructpupoBano B Muntocte Poccuu 14 mas 2013 r. N 28375

OETEPAIBHASA CHY/XKBA 110 TEXHUYECKOMY U
IKCIIOPTHOMY KOHTPOJIIO

INPUKA3
ot 18 deBpans 2013 r. N 21

OB YTBEPKJEHUU COCTABA U COJIEPKAHUS
OPTAHM3AIIMOHHBIX U TEXHUUECKHWX MEP T10
OBECIEYEHUIO BE3OMACHOCTHU MEPCOHAJBHBIX
JTAHHBIX [IPU UX OBPABOTKE B
WUH®OPMALIMOHHBIX CUCTEMAX MMEPCOHAJIBHBIX
JTAHHBIX

(B pex. [Tpukazo ®CTIOK PD ot 23.03.2017 N 49, ot 14.05.2020 N 68)

B cootBercTBUM ¢ "acThio 4 ctathu 19 denepanbpHoro 3akona ot 27 urons 2006 r. N 152-03 "O
nepcoHanbHbIX AaHHBIX" (CobOpanue 3akoHomarenbcTBa Poccuiickoit @eneparuu, 2006, N 31, cT.
3451; 2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, ct. 4173, ct. 4196; N 49,
cT. 6409; 2011, N 23, ct. 3263; N 31, ct. 4701) u Ilonoxenuem o denepanbHOil cmykOe MO
TEXHUYECKOMY M OKCIIOPTHOMY KOHTPOJIIO, YTBEPKIECHHbBIM YKa3zoM IIpe3umpenta Poccuiickoin
®enepanun ot 16 aBrycra 2004 r. N 1085 (Cobpanue 3akoHogaTenscTBa Poccuiickoit @eneparum,
2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT.
818), npukasbIBalo:

1. YrBepauts npuiaraemsle CocTaB M COAEP)KAHME OPraHMU3ALMOHHBIX M TEXHUYECKUX MEP IO
o0ecrieyeHNnI0 0€30MacHOCTH TEPCOHAIbHBIX JAHHBIX NMPU HUX 00paboTke B MHGOPMAIMOHHBIX
CUCTEMAaX NEPCOHAIBHBIX JAHHBIX.

2. Ilpusnars yrpatuBmmM cuiy mnpukaz ®@CTOK Poccun ot 5 depans 2010 r. N 58 "O6
yrBepkaeHnH IlomoxkeHus o MeTogax M Crmocobax 3aliuThl MHPOpPMALUU B HMH(OPMAIIMOHHBIX
CUCTeMax IepCOHaJIbHBIX AaHHBIX" (3apeructpupoBaH Muntoctom Poccun 19 ¢espans 2010 r.,
peructpaunoHHbld N 16456).

Jlupexmop
DedepanvHotl CLyxHcObl N0 MEXHUYECKOMY

U SKCNOPMHOMY KOHMPOIIO
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B.CEJINH

VTBEPX/IEHBI
npuxazom ©OCTIK Poccuu
om 18 ghespans 2013 2. N 21

COCTAB U COAEP’ KAHUE OPI'AHU3AIIMOHHbBIX 1
TEXHUYECKUX MEP 110 OBECIIEYEHHUIO
BE3OINACHOCTH NEPCOHAJIBHBIX JIAHHBIX ITPU UX
OBPABOTKE B UTHOOPMAILIMOHHbLIX CUCTEMAX
IHHEPCOHAJIBHBIX TAHHbIX

(B pex. Ipukazo ®CTIK PD ot 23.03.2017 N 49, ot 14.05.2020 N 68)

I. O0mue moJiokeHus

1. Hacrosimuii JOKyMEHT pa3paboTaH B COOTBETCTBHH C YacThio 4 ctatbu 19 denepanbHOTroO 3aKoHa
or 27 wurong 2006 r. N 152-®3 "O nepconanpubix gaHHbIX" (CoOpaHue 3aKOHOIATENHCTBA
Poccwuiickoit @enepanum, 2006, N 31, ct. 3451; 2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27,
ct. 3407; N 31, ct. 4173, ct. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, ct. 4701) n
YCTaHABIMBAET COCTAB M COJCP)KAaHHME OPTaHU3AlMOHHBIX M TEXHUYECKHUX MEp IO OOECIECUEHHIO
0€30MacHOCTH TMEepPCOHANBHBIX JaHHBIX MPU HX 00paboTke B HHQPOPMAIMOHHBIX CHUCTEMax
MEPCOHANIBHBIX JIAHHBIX (Jjajiee - MEphI MO 00ECTICYCHHIO O€30MaCHOCTH MEPCOHATBHBIX JAaHHBIX)
JUTSL KaX/I0TO U3 YPOBHEH 3alHUIIIEHHOCTH MEePCOHATIBHBIX JAHHBIX, YCTAHOBIEHHBIX B TpeOoBaHMIX
K 3al[UTe TEPCOHATBHBIX JAHHBIX NMPU WX 00pabOoTKe B HH(DOPMAIMOHHBIX CUCTEMAaX MEPCOHATBHBIX
JAHHBIX, YTBEPKACHHBIX NocTaHoBieHueM lIpaBurensctBa Poccuiickoit @eneparuu ot 1 HOAOpS
2012 r. N 1119 (Cob6panue 3akononatenscTBa Poccuiickoit @eaepanun, 2012, N 45, ct. 6257).

MepLI o oOecIeueHn0 0e30IaCHOCTH INEPCOHAJIBHBIX JaHHBIX TPUHUMAKOTCA JId 3alluThl
NEPCOHAJIBHBIX JaHHBIX OT HCIPABOMECPHOI'O HIIN CHy‘I&ﬁHOFO A0CTyIMa K HHM, YHUYTOXCHMHA,
N3MCHCHMUA, 6J'IOKI/Ip0BaHI/I}I, KOIMUPOBAHUA, NPCAOCTABIICHUS, PACIPOCTPAHCHUSA TICPCOHAIBHBIX
JaHHBIX, a TAK)XKE OT MHBIX HEIIPABOMCPHBIX I[efICTBHfI B OTHOHICHUH MMECPCOHAIIbHBIX JAHHBIX.

B Hacrosmem [OKyMEHTE HE pacCMaTpHUBAIOTCA BOIPOCHI OOEcHeYeHHs Oe30MacHOCTH
NIEPCOHAIBHBIX JIaHHBIX, OTHECEHHBIX B YCTAaHOBJICHHOM IIOPSIIKE K CBEIEHUSM, COCTABIIIOIIUM
rOCy/IapCTBEHHYI0 TaliHy, a TakX€ Mepbl, CBA3aHHbIE C MPUMEHEHHEM IIH(PPOBAIBbHBIX
(xpunrorpauyecKnx) CpeACTB 3aIIUTh HHPOPMAIIHH.

2. bes3omacHOCTb NEpPCOHANBHBIX MAAHHBIX MpPH HX 00paboTke B HH(GOPMALMOHHOW CHUCTEME
NEePCOHANBHBIX JIAHHBIX (Janee - WH(POpPMAIMOHHAsA CHCTeMa) 00eCreunBaeT ONepaTop WM JIMLO,
ocyliecTBIstonee 00paboTKy NEPCOHANBHBIX JaHHBIX 110 MOPYUYEHHUIO OMEpaTopa B COOTBETCTBUU C
3aKoHoAarenbCcTBOM Poccutickoit denepanuu.

st BeIMOSTHEHUST paboT 1Mo 0OecreueHno 6€30MacHOCTH MTePCOHABHBIX JTAHHBIX TIPU UX 00paboTKe
B MH(POPMAIIMOHHON CHUCTEME B COOTBETCTBHH C 3aKOHOJATeNbCTBOM Poccuiickoit deneparmu
MOTYT TIPHUBJICKAThCS Ha JIOTOBOPHOM OCHOBE IOPUAMYECKOE JUI0 WU WHIAUBUIYATbHBIN
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HpeI[HpI/IHI/IMaTCJIB, HNMCHOIIINC JIMIICH3U IO Ha NCATCIIBHOCTDb 110 TGXHI/I‘ICCKOﬁ 3alIuTe
KOH(pHUACHIIMAIIbHON HH(OpMAITUH.

3. Mepsl no obecrieyeHNI0 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX PEalIU3yloTCS B paMKaxX CHUCTEMbI
3alIUThl TEPCOHAIBHBIX JaHHBIX, CO3/JaBaéMOW B COOTBETCTBHHM C 1pEeOOBaHUSAMH K 3allUTe
MEPCOHAIBHBIX JaHHBIX MPU UX 00paboTke B MH(OOPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX TaHHBIX,
yTBEpKIeHHbIMH 1ocTanoBieHreM [IpaBurenscrBa Poccuiickoit @enepanuu ot 1 HostOpst 2012 r. N
1119, m nomkHBl OBITH HANpaBICHBI HAa HEHUTPAIU3AIMIO aKTyaJdbHBIX YIpo3 0€30MacHOCTH
NEPCOHAIbHBIX JaHHbIX.

4. Mepsl no obecrieueHUI0 0€30MaCHOCTU MMEPCOHANBHBIX JAHHBIX PEAINU3YIOTCS B TOM YHUCIE
MOCPEACTBOM TMPUMEHECHHS B WH(GOPMAIMOHHON CHCTEME CpEICTB 3alllUThl HH(POPMAIHH,
MPOLIEAIINX B YCTAHOBJIECHHOM IMOPSAKE MNPOLEAYpPY OLIEHKH COOTBETCTBHUS, B Cilyyasx, Korja
MPUMEHEHUE TAKUX CPEJCTB HEOOXOAUMO JI HEUTpalv3alui aKTyaJlbHBIX Yrpo3 0e30MacHOCTH
MEPCOHAJIbHBIX IAHHBIX.

6. Onenka >p¢pEeKTUBHOCTH PEaIM30BaHHBIX B PaMKaX CHUCTEMbI 3aIIMTHI MEPCOHATBHBIX JTaHHBIX
Mep 1o oOecreuyeHHI0 O€30MacCHOCTH TEPCOHAIBHBIX JAHHBIX MPOBOJUTCS OINEPATOPOM
CaMOCTOSITENIbHO WM C TIPUBJICYCHHEM Ha JOTOBOPHOW OCHOBE HOPUIAMYECKUX JIAI[ H
HHIUBHUIYAJIbHBIX HpeI[HpI/IHI/IMaTeJ'Ief/'I, HMCIOIUX JIUICH3WIO Ha OCYHICCTBIICHUC ACATCIBbHOCTH 110
TEXHUUYECKOH 3amuTe KOH(pUICHIHAIbHOW nHOpMaluy. YKa3aHHas OIIEHKAa MPOBOJIUTCS HE pexe
OJIHOTO pa3a B 3 roja.

B IJIEKMPOHHOM 00Kymeume Hymepauusi nyHKmoe coomeemcmeyem odmuuaﬂbuomy
UCMOYHUK).

7. Mepsl 1o oOecreyeHHIO O€30MacHOCTH TIEPCOHATBHBIX JaHHBIX NpU HX 00paboTke B
rOCY/apCTBEHHBIX MH(MOPMAIIMOHHBIX CHCTEMaX IMPHHUMAIOTCS B COOTBETCTBUH C TPEOOBAHHUSAMH O
3amTe WHQPOpPMAlWHU, COJACPKAIIEHCS B TOCYAApCTBEHHBIX WH(POPMALMOHHBIX CHCTEMaX,
ycraHaBnuBaeMbiMu @CTOK Poccun B mpenenax cBOMX MOJTHOMOYMN B COOTBETCTBUU C YAacTbiO 5
ctatbi 16 @enepanbHoro 3akoHa oT 27 wutonas 2006 r. N 149-®3 "O6 wundopmanuu,
UH(POPMALIMOHHBIX TEXHOJOTMAX M o 3amuTte uHpopmammu" (CobpaHue 3aKOHOJATEIbCTBA
Poccuiickoit @enepanun, 2006, N 31, cr. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30,
cT. 4600; 2012, N 31, ct. 4328).

I1. CocTaB u coaep:xxkaHue Mep Mo 00ecreYeHnu 0 0e30MaCHOCTH
MNEPCOHATbHBIX JTAaHHBbIX

8. B cocraB mep mo obecrieueHHI0 0€30MacCHOCTH NMEPCOHANBHBIX JaHHBIX, PEAIU3YEMBbIX B paMKax
CHUCTEMBl 3aIlUThl TEPCOHANbHBIX JAaHHBIX C YYETOM AaKTyaJbHbIX YIrpo3 0e30MacHOCTH
NEPCOHATIBHBIX TAHHBIX U MPUMCHACMBIX I/IH(l)OpMaLII/IOHHI)IX TGXHOHOFHﬁ, BXOOAT:

uAeHTU(PUKAINS U ayTeHTU(QUKaLKs CyObEeKTOB JOCTYIa U OOBEKTOB JIOCTYIA;
yIpaBJIEHUE JOCTYIIOM CyOBEKTOB JOCTYIA K 00bEKTaM JI0CTYTIIA;
OTrpaHUUYEHUE POTPAMMHON CPEJIBI;

3alUTa MalIMHHBIX HOCHTeNell HMH(OpMaluM, Ha KOTOPBIX XpaHATCS U (Win) oOpabaTbiBaioTCA
NepcoHabHbIE JaHHbIE (J1ajiee - MAIlIMHHbBIE HOCUTENU MePCOHAIBHBIX TAHHBIX);

peructpainus COObITHI 6€30MaCHOCTH;
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aHTUBUPYCHAs 3allUTa;

oOHapyxeHHe (MPEOTBPAILICEHUE) BTOPKCHUI;

KOHTPOJIb (aHAJTN3) 3aIIUIIIEHHOCTH EPCOHATBHBIX TAaHHBIX;

o0ecrieyeHne 1eI0CTHOCTH HH(POPMAITMOHHOW CHCTEMBI M IEPCOHATTLHBIX TAHHBIX;
obecrnevueHrne JOCTYIMHOCTH MEPCOHATBHBIX JTaHHBIX;

3allliTa Cpebl BUPTyaIU3alliy;

3alIMTa TEXHHYECKUX CPEJICTB;

3anuTa HHPOPMAITMOHHOW CHCTEMBI, €€ CPECTB, CUCTEM CBSI3U U NEpeauu IaHHbIX;

BBISIBIICHHE WHIUJACHTOB (OJHOTO COOBITHS WJIM TPYMIIBI COOBITHUI), KOTOPhIE MOTYT MPHUBECTH K
cOOSIM WM HapymeHWr (QYHKIMOHMPOBAaHUS HWHPOPMAIIMOHHOW CHCTeMBl M (WIH) K
BO3HUKHOBEHHUIO YIrpo3 O€30MacHOCTH NEPCOHAJIBHBIX JaHHBIX (Jajee - WHUUACHTHI), H
pearupoBaHue Ha HUX;

yhpaBieHue KoH(Urypanueidn HHPOPMAIMOHHON CHCTEMbl U CHUCTEMBI 3alUTHl MEPCOHAIBHBIX
NAHHEBIX.

CocraB n COACPIKAaHUEC MEP I10 obecneyeHno 0e30MacHOCTH INCPCOHAJIIBHBIX TAHHBIX, H606XO,I[I/IMI>IX
JUIA obecrecucHus KaXJa0ro Hns3 ypOBHeﬁ 3AlIUIICHHOCTH IICPCOHAJIBHBIX OAHHBIX, MNPUBCACHBLI B
MMPUITOKCHUHN K HACTOAIICMY TOKYMCHTY.

8.1. Mepel 1mo uaeHTH(PUKAIMU U ayTEHTU(DUKAIUU CYOBEKTOB JOCTya M OOBEKTOB JOCTyIa
JOJKHBI O0ECTIeunBaTh TPUCBOCHUE CYOBEKTaM M OOBEKTaM JOCTyNa YHHKAJIHHOTO MpPH3HAKA
(unentudukaTropa), CpaBHEHUE MPEABABIAEMOr0 CyObeKTOM (0OBEKTOM) JOCTYIA HISHTU(UKATOPA
C TMepeYHeM MPUCBOCHHBIX WICHTU(UKATOPOB, a TAKXKE MPOBEPKY NPHHAIUICKHOCTH CYOBEKTY
(00BEKTY) HOoCTyMa NPEabIBICHHOTO UM HACHTU(UKATOpa (TIOATBEPKICHUE MTOATUHHOCTH).

8.2. Mepbl 1O YHOpPaBICHHUIO ITOCTYNIOM CYOBEKTOB JOCTynma K OOBEKTaM JOCTyMa JOJKHBI
obOecrieunBaTh ynpaplieHUE MpaBaMU U MPUBUIETUSIMH CYOBEKTOB JOCTYIIA, pa3rpaHHYEHUE JOCTYTa
CyOBEeKTOB JoCTyma K OOBEKTaM JIOCTylla Ha OCHOBE COBOKYITHOCTH YCTaHOBJCHHBIX B
WH(OPMAIIMOHHON CUCTEME MpaBWJI pasTpaHUUEHUs JOCTYIa, a TaKkKe 00ecredyrnBaTh KOHTPOJb 32
COOIOACHUEM ITUX MPaBUIL.

8.3. Mepbl 10 OrpaHWYEHHUIO MPOTPAMMHON Cpelbl JAOHKHBI OOECleunBaTh YCTAHOBKY U (WIIN)
3allyCK TOJIBKO PAa3pelIeHHOT0 K MCIOJb30BaHUIO B MH(POPMALMOHHOM CHUCTEME MPOTrpaMMHOTO
o0OecrieyeHHss WM HUCKIIYAaTh BO3MOXHOCTh YCTAaHOBKM M (WJIM) 3allyCKa 3alpelieHHOro K
UCIIOJIb30BaHUIO B MH(OPMAIIMOHHON cHCcTEMe MTPOrpaMMHOT0 0OeceueHusl.

8.4. Mepsl 1O 3amMTe MAIIMHHBIX HOCUTENEW NEepCOHAIBHBIX JaHHBIX (CpencTB 00pabOTKH
(XpaHeHHsI) MEPCOHAJBHBIX JIAHHBIX, CHEMHBIX MAIIMHHBIX HOCHTENEH MEPCOHAJIBHBIX TaHHBIX)
JOJIKHBI MCKJIFOYaTh BO3MOKHOCTh HECAHKLIMOHMPOBAHHOIO JOCTYIA K MAIIMHHBIM HOCHUTENSIM U
XPAaHALIMMCS Ha HUX IEPCOHAIBHBIM JIaHHBIM, & TaK)K€ HECAaHKIMOHMPOBAHHOE MCIIOJIb30BaHUE
CHEMHBIX MAIIMHHBIX HOCUTEJNEH epCOHATBbHBIX JAHHbIX.

8.5. Mepbl mo peructpanuu COOBITUM O€30MaCHOCTH JOJKHBI OOecredynBaTh cOOp, 3aIlucCh,
XpaHEeHHE W 3aluTy WHGOpMalUu O COOBITHSIX Oe30macHOCTH B MHGOPMAIIMOHHON cucTeMe, a
TAaKXXE€ BO3MOXKHOCTb IMPOCMOTpa U aHAIMU3a I/IH(bOpMaHI/II/I 0 TaKUX COOBITHAX U p€arupoBaHuc Ha
HUX.



8.6. Mepbl IO aHTUBUPYCHOM 3allUTE JOJKHBI OOecreunBaTh OOHApyXeHHE B WH(GOPMAIIMOHHOMN
cHCTeMe KOMIBIOTEPHBIX MPOTrpaMM JIMO0 WHON KOMITBIOTEPHON WH(OpMalWu, MpeaHa3HauYeHHON
JUIs  HECAaHKIMOHUPOBAHHOTO YHUYTOXKCHUS, OJOKMPOBAHUSA, MOIUGPUKAINH, KOIUPOBAHHS
KOMITBIOTEPHON WH(pOpPMAIMK WM HEUTpaIM3allMyd CPEACTB 3aAIIUTHl HWHQOPMAIMM, a TaKXKe
pearupoBaHue Ha OOHAPYKEHUE ITHX MPOTrpaMM U HH(OPMAIIHH.

8.7. Mepsl 10 OOHApYKEHUIO (MPEAOTBPAIICHUIO) BTOPXKEHUH JIOJDKHBI 00ECIICYUBATH
oOHapyKeHHe JNeHCTBUH B MH()OPMAIMOHHOW CHCTEME, HAIPABJICHHBIX Ha HECAHKIIMOHUPOBAHHBIH
JIOCTYNl K HWHGOpMAalWH, CIEHUalbHBIE BO3ACUCTBHS Ha WH(POPMALMOHHYIO CHUCTEMY M (WJIH)
NIEPCOHAIBHBIC TAHHBIC B LIEJISAX JTOOBIBAHUS, YHUUTOKEHHSI, UCKKECHUS M OJIOKUPOBAHHUSI TOCTYIIA K
MNEpCOHAJIbHBIM JAaHHBIM, a4 TAKKC pCarupOBaHrC HA OTU ﬂeﬁCTBHH.

8.8. Mepbl 10 KOHTPOJIIO (aHANIN3Y) 3aIUIIEHHOCTH IEPCOHANIBHBIX JTaHHBIX JOJDKHBI 00€CIeunBaTh
KOHTPOJIb YPOBHS 3aIIMIICHHOCTH NEPCOHANBHBIX JaHHBIX, 00pabaThIBaeMbIX B MH()OPMAIIIOHHON
cucTeMe, IyTeM IPOBEIEHUS] CHUCTEMATUYECKUX MEPOIPUATUH 10 aHalIM3y 3allUIIEHHOCTH
MH(OPMALIMOHHOM  CUCTEMBI U  TECTUPOBAHUIO  pAabOTOCIOCOOHOCTH  CHUCTEMBl  3aIIUTHI
HEPCOHAIBHBIX JIaHHBIX.

8.9. MepH [0 00eCIIeYEHNIO OCJI0CTHOCTH HHCI)OpMaHHOHHOﬁ CUCTCMBI U IICPCOHAJIbHBIX JaHHBIX
JOJIXKHBI obecneunBaTh O6Hap}I)KCHI/I€ q)aKTOB HCCAHKIIWUOHUPOBAHHOI'O HApPYHICHUA LCIOCTHOCTH
PIH(l)OpMaHHOHHOfl CUCTCMBI U COACPIKAIIUXCA B Hel MNEPCOHAJIbHBIX JaHHBIX, a4 TAKXKC BO3MOKXHOCTb
BOCCTaHOBJICHHUA HH(l)OpMaIII/IOHHOIZ CHUCTCMBI U COACPKAIIUXCA B Hel NEPCOHAJTIbHBIX NaHHBIX.

8.10. Mepsl mo oOecreyeHHI0 IOCTYHHOCTH HEPCOHAIbHBIX JAHHBIX JOJDKHBI 00ecreunBaTh
AaBTOPU30BAaHHBIN JTOCTYI 0JIb30BATENIEH, UMEIOIIMX IIPaBa M0 JOCTYILY, K [IEPCOHAIbHBIM JITaHHBIM,
cojepkalmMcs B HMHQOPMAIMOHHOM CHUCTEMEe, B INTaTHOM pexuMe (YHKIMOHUPOBAHUS
MH(OPMALIMOHHON CUCTEMBI.

8.11. Mepsl 110 3a1uTe cpepl BUPTyaIU3aluu JOJKHBI UCKIIIOUaTh HECAHKIIMOHUPOBAHHBIHN 10CTYI
K NEPCOHAIBbHBIM JaHHBIM, 00pabaThIBAEMbIM B BUPTYAIbHOM MHPPACTPYKTYpE, U K KOMIOHEHTaM
BUPTYyallbHOW HHGPACTPYKTYpbl U (MJIM) BO3AEHCTBME HA HHUX, B TOM 4HCIE K CpelICTBaM
yIpaBJIeHUs] BUPTyaJbHOW HMHOPACTPYKTYpOH, MOHHUTOPY BHUPTYAJIbHBIX MAIIWH (TUIEPBU30DY),
CUCTEME XPAHEHHUS JaHHbIX (BKJIIOYas CUCTEMY XpaHEHUs: 00pa30B BUPTYyaIbHON HHPPACTPYKTYPHI),
CeTH INepefayd JaHHBIX Yepe3 3JIEMEHTHhl BHUPTYalIbHOH MM (usnyeckoil HHQPacCTpyKTypHl,
TOCTEBbIM ONEpPAlMOHHBIM CHUCTEMaM, BUPTYaJIbHbIM MallMHaM (KOHTEWHEpam), CUCTEME U CETH
pEIUIMKAallMY, TEPMHHAIBHBIM M BUPTYaJbHBIM YCTPOMCTBAM, a TAaKXKE CHCTEME PE3EPBHOIO
KOIMPOBAHUS U CO3/1aBAEMBIM €10 KOTIHSIM.

8.12. Mepsbl 10 3a1MTe TEXHUYECKUX CPEICTB JOJKHBI HCKIIIOUATh HECAaHKIIMOHUPOBAHHBIN TOCTYI
K CTallMOHAPHBIM TEXHUYECKUM CPEJCTBaM, 00padaThIBaOIINM MEPCOHAIILHBIE TaHHBIE, CPEICTBAM,
oOecrieunBarOIUM  (QyHKIIMOHUpOBaHME HMH(OPMAIIMOHHONW CUCTeMbl (Jajee - CpeAcTBa
oOecnieueHNs (PYHKIIMOHUPOBAHUS), U B MOMEIIEHUS, B KOTOPBIX OHM IMOCTOSIHHO PAacCIOJIOKEHBI,
3alUTy TEXHUYECKUX CPEACTB OT BHEIIHUX BO3ACUCTBUM, a TAK)KE 3aAIIUTY NEPCOHAIBHBIX TaHHBIX,
MIPEJICTaBICHHBIX B BUJI€ MHQOPMATUBHBIX AJIEKTPUUYECKUX CUTHAJIOB U (DU3MUECKUX MOJIEH.

8.13. MepsI o 3amuTe HHGOPMAITMOHHONW CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3U U TIEpeIaun JaHHbBIX
JOJKHBI 00ECTIeUrBAaTh 3alUTy MEPCOHAIBHBIX JAHHBIX MPH B3aUMOJCHCTBUU HH(POPMAIIIOHHOM
CHCTEMBl WJIH €€ OTIEIbHBIX CErMEHTOB C WHBIMH WH(OPMAIMOHHBIMH CHCTEMaMU |
WH(OPMAIIMOHHO-TEIIEGKOMMYHUKAITMOHHBIMU  CETSIMU  TIOCPEJICTBOM TPHUMEHEHUS aPXUTEKTYPHI
WH)OPMAIIMOHHOW CHUCTEMBI W TPOEKTHBIX PEIICHHWI, HalpaBlIeHHbIX Ha O0O0ECIeUYCHHE
0€30MacHOCTH MEePCOHATBHBIX JIAHHBIX.



8.14. Mepbl 1O BBIABICHHIO HHIMJICHTOB W PEardpoOBaHMI0O HAa HHUX JOJDKHBI 00ECIeuHBaTh
oOHapyKeHHe, HICHTHU(UKALNIO, aHaIU3 HMHUUAEHTOB B HMH()OPMALMOHHOW CHCTEME, a TakKkKe
IIPUHATHE MEP M0 YCTPAHECHUIO U IIPEAYIPEKIACHUIO UHIIUACHTOB.

8.15. Mepsl mo ympaBieHHO KoH(purypanueil WH(QOPMAIIMOHHOW CUCTEMBI M CHUCTEMBI 3alIUTHI
NEPCOHANBHBIX JIaHHBIX JIOJDKHBI OO0ECIeYMBaTh YIPABICHUE W3MEHEHHSIMH KOH(HUTypanuu
WH(OPMAIIMOHHON CHCTEMBI U CUCTEMBI 3allIUThl TIEPCOHANBHBIX JAHHBIX, aHAIN3 MOTCHIIMATHLHOTO
BO3/ICHICTBUS IUIAHUPYEMBIX M3MEHEHUI Ha o0ecriedeHrne 0e30MacHOCTH MEPCOHAIBHBIX JTaHHBIX, a
TakKe JOKYMEHTHPOBAHUE 3TUX H3MEHCHUM.

9. BBI60p MCp 110 obecneyeHnio 0€30MacHOCTH MNEPCOHAJIbHBIX JAHHBIX, ITOJJICIKAIIUX PCAIN3alIUN B
HH(I)OpMaHHOHHOfI CHUCTCMC B paMKaX CUCTCMbI 3allIUTHI IICPCOHAJIBHBIX TAHHBIX, BKIIFOYACT:

ompezaeneHue 0a30BOro Habopa Mep Mo 00eCreYeHHI0 OE30MaCHOCTH MEePCOHATBHBIX JAHHBIX JUIS
YCTAHOBJICHHOTO YPOBHs 3allMINEHHOCTH TMEPCOHANBHBIX JAHHBIX B COOTBETCTBUU C 0a30BBIMH
HabopamMu Mep MO oOecredyeHuto0 0e30MacHOCTH TMEePCOHAIBHBIX JAHHBIX, NPUBEICHHBIMH B
NPUIOKEHUN K HACTOSIIEMY TOKYMEHTY;

ajantanuio 0a30BOro HabOopa Mep MO OOCSCIEYCHHIO O€30MacHOCTH IEPCOHATBHBIX JIAHHBIX C
Y4ETOM CTPYKTYPHO-(DYHKIIMOHAIBHBIX ~ XapaKTePUCTUK  HWHGOPMAIIMOHHOMN CHCTEMBI,
UH(POPMALMOHHBIX TEXHOJIOTHA, 0COOEHHOCTEH (PYHKIIMOHNPOBAHMS HH()OPMAIIMOHHON CHCTEMBI (B
TOM 4HCJIE€ UCKJIIUEHHE U3 0a30Boro Habopa Mep, HEMOCPEACTBEHHO CBSI3aHHBIX C
I/IH(l)OpMaLII/IOHHI)IMI/I TCXHOJIOTUAMH, HC HCIOJbB3YyCMbIMU B HH(I)OpMaHHOHHOﬁ CHUCTEMEC, HIIN
CTPYKTYPHO-(DYHKIIMOHAIBHBIMUA ~ XapaKTCPUCTUKAMH, HE CBOMCTBEHHBIMH HH()OPMAIMOHHON
cucreme);

YTOYHEHHE aJalTUPOBAaHHOrO 0Oa30BOro Habopa Mep IO O00eCHEeYeHHI0 Oe30MacHOCTH
NEPCOHANBHBIX JAaHHBIX C YYETOM HE BBIOpAHHBIX PaHEe Mep, NPUBEJCHHBIX B IMPHIOKEHUU K
HACTOSIILEMY JOKYMEHTY, B PE3yJbTaTe YEro ONPENENAI0TCA MEphl 10 00eCeYeHUI0 0€e30I1acCHOCTH
NEePCOHANbHBIX JAaHHBIX, HAPaBJIEHHbIE HAa HEUTPAIN3allMI0 BCEX aKTYaJIbHBIX YIrpo3 0€301MacHOCTH
NEPCOHAIBHBIX JaHHBIX JUJISl KOHKPETHON NH()OPMALIMOHHONW CUCTEMBI;

JIOTIOJTHEHUE YTOYHEHHOTO aJallTHPOBAHHOIO 6a30BOro Habopa Mep Mo 00eCIeYeHNIO0 Oe30MacCHOCTH
NEPCOHAIBHBIX JAaHHBIX MepaMH, OOECHEeUMBAIOIIMMHU BBINOJIHEHWE TPEOOBAHUNW K 3alUTe
NEePCOHAIBHBIX JAHHBIX, YCTAHOBJICHHBIMH WHBIMU HOPMATHBHBIMU IIPAaBOBBIMU aKTaMU B 00JIACTH
oOecrnieueHns 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX U 3aIIMTHI HHPOPMAIIUH.

10. IIpy HEBO3MOXKHOCTH TEXHUYECKON peanu3alii OTAEIbHBIX BHIOPAHHBIX Mep MO 00ECIeUEHUI0
0e30MacHOCTH MEPCOHANBHBIX JAaHHBIX, a TaKXKe C Y4eTOM SKOHOMHYECKOH Ie1eco00pa3sHOCTH Ha
sTamax ajanTanuu 0a30BOro Habopa mep W (WIM) YTOYHEHHS aJanTHPOBAaHHOTO 0a30BOro Habopa
Mep MOTYT pa3pabaThIBaThCsl HHbIE (KOMIIEHCUPYIOIIUE) MEPhI, HAMPABICHHBIE HA HEHTPaTU3aIIUIO
AKTyaJIbHBIX yTPO3 0€30TaCHOCTH MEPCOHATBHBIX JIAHHBIX.

B srom cinyyae B Xoie pa3paOOTKM CHCTEMBl 3alllUThl MEPCOHAIBHBIX TAHHBIX JIOJDKHO OBITH
IPOBEIEHO OOOCHOBAHME NPUMEHEHUS KOMIICHCHUPYIOIIMX Mep i oOecredeHus 0e30IacHOCTU
NEPCOHAIBHBIX JIaHHBIX.

11. B cnydae ompeneneHuss B COOTBETCTBUM ¢ 1peOOBaHUSAMH K 3alllUTE MEPCOHAIBHBIX MPH HX
o0paboTke B HMHPOPMAIMOHHBIX CHCTEMax IMEpPCOHAIbHBIX  JIAaHHBIX, YTBEP)KIECHHBIMU
nocranoBjieHueM [IpaButensctBa Poccuiickoit denepanun ot 1 HosOps 2012 . N 1119, B kayecTBe
aKTyaJIbHbIX YIpo3 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX 1-r0 M 2-TO TUIOB JOIOJIHUTEIBHO K
MepaM M0 O0ecleyeHnto 0e30MacHOCTH IEPCOHATbHBIX JaHHBIX, YKAa3aHHbIM B IIYHKTE &
HACTOSALIETO T0KYMEHTa, MOTYT MIPUMEHSTHCS CIEAYIONINE MEPHI:
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MPOBEPKA CUCTEMHOTO U (WJIH) MPUKIATHOTO IMPOTPaAaMMHOT0 00ecTieueHus], BKII0Yasi IPOTpaMMHBIN
KOJI, HA OTCYTCTBHE HEJIEKIAPHUPOBAHHBIX BO3MOYKHOCTEH C MCIIOJIB30BAHUEM aBTOMATH3UPOBAHHBIX
CpeacTB U (UiH) 0€3 UCTIOIB30BaHUS TAKOBBIX;

TECTUPOBAHUE HHPOPMAITIOHHOW CUCTEMBI HA IPOHUKHOBEHHUS;

UCIOJIb30BaHNE B MH(GOPMAIMOHHON CHUCTEME CHUCTEMHOro U (WJIM) MPUKIATHOTO MPOTPaAaMMHOIO
oOecrieyeHus1, pa3pabOTaHHOTO € MCIIOJIb30BAaHHEM METO/I0B 3aIIUIIIEHHOTO TPOrPaMMHUPOBAHUSI.

12. TexHudyeckue Mephl 3alIUThl IEPCOHAIBHBIX JaHHBIX PEATU3YIOTCS IOCPEACTBOM IPUMEHEHUS
CpEe/CTB 3aIIUTHl HHQOPMAIIMH, B TOM YHCJIE IPOrPaMMHBIX (TIPOTrpaMMHO-aNapaTHbIX) CPEJCTB, B
KOTOPBIX OHU pear30BaHbl, HIMEIOIUX HeoOxoaumble GyHkuuu Oe3omacHocTh. (B pen. Ilpukaza
OCTIK PD ot 23.03.2017 N 49)

[Ipu wucnonb3oBaHMK B HMH(POPMAIMOHHBIX CHUCTEMax CEpTU(UIMPOBAHHBIX [0 TPEOOBAHUIM
O6e3onmacHoCTH MHGOpMaIMu cpeactB 3amuthl uHbopmanuu: (B pea. [Ipukaza ®CTOK PD or
23.03.2017 N 49)

B MH()OPMAIMOHHBIX CHUCTeMax | YpOBHS 3allUIICHHOCTH MEPCOHAIBHBIX JTAHHBIX MPUMEHSIOTCS
CpeAcTBa 3amMThl MHPOpPMAIMU He HiKe 4 Kiacca W 4 ypOBHS JIOBEpHUs, a TaKKe CpPEACTBa
BBIYHMCIIUTEIILHOM TEXHUKHU HE HUXe 5 kiacca; (B pea. [Ipukazop ®CTIK PD ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B MH()OPMAIMOHHBIX CHUCTEMax 2 YPOBHS 3allUIICHHOCTH MEPCOHAIBHBIX JAHHBIX MPUMEHSIOTCS
CpelCcTBa 3alUThl MHPOPMALMU HE HIDKE S5 Kilacca M 5 ypOBHS JIOBEpHs, a TaKKe CpEACTBa
BBIYHMCIIUTENILHOM TEXHUKHU HE HUXe 5 kiacca; (B pea. [Ipukazos ®CTOK PO ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B MH(POPMALIMOHHBIX CHCTeMaX 3 ypOBHS 3aIlMIIEHHOCTU NEPCOHANBHBIX JAAHHBIX MPUMEHSIOTCS
CpelcTBa 3aluThl UHPOpManuu 6 Kilacca U 6 YpoBHs JOBEPHS, a TAKXKE CPEJCTBA BHIUMCIUTEIBLHOM
TEXHUKHU He Huxke 5 knacca; (B pen. Ilpukazos ®CTIOK P® ot 23.03.2017 N 49, or 14.05.2020 N
68)

B MH(POPMALMOHHBIX cHcTeMaX 4 ypOBHS 3aIlMIICHHOCTH MEPCOHAJBHBIX JAHHBIX HMPUMEHSIOTCS
CpelcTBa 3aluThl UHPOpManuu 6 Kilacca U 6 YpoBHS JOBEPHS, a TAKXKE CPEJCTBA BHIUMCIUTEIbLHOM
TEXHUKU He Hke 6 kinacca. (B pea. IlpukazoB ®CTOK P® or 23.03.2017 N 49, ot 14.05.2020 N
68)

Knaccel 3amuThl  ONpenensioTcss B COOTBETCTBUM C HOPMATHBHBIMU IPAaBOBBIMH  aKTaMH,
U3JJAaHHBIMU B COOTBETCTBHHM C MOANYHKTOM 13.1 mynkra 8 [Tonoxenus o @enepanbHOi ciyxbe Mo
TEXHUYECKOMY M 3KCIIOPTHOMY KOHTpPOJIIO, YTBEpxkAeHHOro Ykasom llpesmnenta Poccuiickoin
®enepanmu ot 16 aBrycra 2004 r. N 1085. (B pen. [Ipukaza @CTIK PO ot 23.03.2017 N 49)

YpoBHUM J0BEpHUS YCTaHABJIMBAIOTCSI B COOTBETCTBUM ¢ TpeOoBaHMsIMM 10 0€30MaCHOCTH
UHPOpPMAlIMY, YCTAHABIMBAIOIIMMH YPOBHU JIOBEpUS K CpPEICTBAM TEXHHUYECKOH 3aIlUTHI
uHpopMalluu M cpeacTBaM o0ecredeHuss Oe30MacHOCTH HH(OPMALMOHHBIX  TEXHOJOTHH,
yrBepxkaeHHbIMA TipukazoM DCTIK Poccun ot 30 wurons 2018 r. N 131 (3apeructpupoBaH
Muntoctom Poccun 14 nHosi6ps 2018 1., peructpaunonssiit N 52686). (B pea. [Ipukaza ®CTIK PO
ot 14.05.2020 N 68)

[Ipy wucnonb30BaHMM B  HMH(MOPMALMOHHBIX CHUCTEMax CpEICTB 3allUThl  HMH(OpMAIHH,
cepTu(UIUPOBAHHBIX MO TPeOOBaHUSIM 0€30MACHOCTH MH(OPMALIMHU, YKa3aHHbBIE CPEJICTBA JIOJIKHBI
ObITh CepTHU(PUUUPOBAHBl HA COOTBETCTBHE O0SM3aTENbHBIM TpPEeOOBAaHUAM IO OE30MaCHOCTH
uH(pOpMallMK, YCTAaHOBJIEHHbIM HOPMAaTUBHBIMHM [PaBOBBIMHU aKTaMH, WU TpeOOBAHUAM,
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YKa3aHHBIM B TEXHUYECKHX yCIOBHX (3amaHusx mo 6ezomacHocTH). (B pen. [Ipukaza ®CTOK PO
or 23.03.2017 N 49)

(DYHKI_[I/II/I 0e30macHOCTH CpCaCTB 3alllUThI I/IH(l)OpMaI_II/II/I JOJI2KHBI o0ecreynuBaTh BBINOJIHEHHE MEp

1o obecredeHuto 0e30MacCHOCTH MEPCOHAIBHBIX JAHHBIX, COJACPIKALIMXCS B HACTOSIIEM JOKYMEHTE.
(B pexn. Ipukaza ®CTOK P®D ot 23.03.2017 N 49)

A63a1] oguHHAAUATHIN. - YTpatui cuiy. (B pex. [Tpukaza ®CTIK PO ot 14.05.2020 N 68)

13. IIpu ucnonb30BaHNH B MHOOPMAIIMOHHBIX CUCTEMaxX HOBBIX MH(POPMALMOHHBIX TEXHOJOTHHA U
BBISIBIICHUM [JIOTIOJHUTEIbHBIX YIpo3 O€30MaCHOCTH IEPCOHANBHBIX [aHHbBIX, JJS KOTOPBIX HE
OTIpesieNIeHbl Mephl o0ecTieyeHus X 0e30MacHOCTH, JAOJDKHBI Pa3padaThIBaTHCS KOMIICHCHUPYIOIINE
MEPBI B COOTBETCTBUM € MyHKTOM 10 HacTOAIIEro JOKyMEHTA.

Ilpunoscenue

k Cocmasy u cooepaircanuro
OP2AHU3AYUOHHBIX U MEXHUYECKUX
Mep no obecneuenuro 6e30nacHoCmu
NEePCOHANbHBIX OAHHBIX NPU UX
obpabomke 6 UHDOPMAYUOHHBIX

cucmemax nepCcoralbHbvlx OAHHBIX

COCTAB U COJIEP)KAHUE MEP 11O OBECHEYEHHIO
BE30MACHOCTH NMEPCOHAJBHBIX JIAHHBIX,
HEOBXOJMMBbIX JIJI51 OBECHEYEHUS KAYKIOTO U3
YPOBHEN 3AIUIIEHHOCTU MEPCOHAJBHBIX
JTAHHBIX

YcnoBHoe ConepxaHue Mep o 00eCreYeHNI0 YPOBHHU 3alIUIIEHHOCTH NEPCOHATBHBIX
o0o3HaueHue | 0e30MacHOCTH NMEePCOHATBHBIX JaHHBIX JTaHHBIX
¥ HOMED 4 3 2 1
MEpBI
1. Unentudukanys u ayreHTUuUKaus cyobeKToB JocTyna 1 00bekToB goctyna (MAD)
NAD.1 nentudukanus u ayrTeHTU QUK + + + +

M0JIb30BaTENEH, SIBISIOIIUXCS
pabOTHUKAMU OTepaTopa
MNAD.2 neatudukanus u ayTeHTuGuKams + +
YCTPOMCTB, B TOM YHCJI€ CTAIIMOHAPHBIX,
MOOWITBHBIX M MMOPTATUBHBIX

NAD.3 Yrpasienue uaeHTuuKaTropamMu, B Tom |+ + + +
YKCIIe CO3/IaHNe, TPUCBOCHHUE,
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YHUUTOKE€HUE UICHTU(UKATOPOB

NAD.4

'YIpaBieHue cpencTBamu
ayTeHTU(UKALUY, B TOM YHCIIE XpaHEHHE,
Bbl1aya, MHULMAIU3a1us, OJJOKUpPOBaHUE
CpEICTB ayTeHTU(UKALIMY U IPUHATHE MEP
B CIydae yTpathl U (WJIK) KOMIIPOMETAIIUU
CpelCcTB ayTeHTHUhUKALUN

NAD.5

3amuTa 0OpaTHOM CBSI3U IIPU BBOJIC
ayTeHTH(UKAITMOHHON HH(OpMaIun

NAD.6

M nenTudukanys u ayTeHTu(HUKaIus
[0J1b30BaTENCH, HE SIBIISIOIIUXCS
[pabOTHUKaMU oreparopa (BHEIIHUX
MOJIH30BATEIICH )

11

VYrpasiaeHue 10CTynoM CyObeKTOB 0CTyIa K o0bekTam noctymna (YII11)

VI, 1

'Yrpasnenue (3aBeieHHe, aKTUBALINS,
OJIOKMPOBAHUE ¥ YHUUYTOKCHUE) YUCTHBIMH
BaIMCsAMH IT0JIb30BaTE/ICH, B TOM YHCIIC
BHEIIHUX I10JIb30BaTEIIEH

+

+

+

VT2

Peann3aius HEOOXOIUMBIX METOOB
(TMCKPEIMOHHBIN, MaHJATHBIH, POJICBOM
WM MTHOM METOJT), TUTIOB (UT€HHE, 3aIHCh,
BBITIOJITHCHHE WJIM WHOM THIT) U TIPaBUJI
[pasrpaHuveHUs JOCTyNa

VITI.3

YrpaBieHue (punbTpanuys,
MapIIpyTU3aLUs, KOHTPOJIb COSTUHEHUH,
O0JIHOHATNpaBJICHHAs Mepeiaya U UHbIE
CIIOCOOBI YIIpaBJICHUS)
H(OPMALIMOHHBIMU TTOTOKAMHU MEXTY
YCTPOMCTBAMU, CETMEHTAMU
MH(OPMAIIMOHHON CHUCTEMBI, a TAKKE
MEXK Ty HHPOPMAITMOHHBIMHA CHCTEMAMH

VIIT.4

Pasnenenue monHoMouuit (posneit)
[10JTb30BaTENICH, IMHHUCTPATOPOB U JIHII,
oOecreunBarOMX (GYHKIIMOHUPOBAHHE
MH()OPMAITMOHHON CHCTEMBI

VIIJL5

HasnaueHne MUHUMAIBEHO HEOOXOIUMBIX
[paB U IPUBUIIETUH [TOIB30BATEISAM,
AQIMUHUCTpaTOpaM U JIUIIaM,
oOecreunBarOUM (pyHKIIMOHUPOBAHUE
MH()OPMAITMOHHON CHCTEMBI

VIII.6

OrpaHuyeHHne HEYCIEUIHBIX MOMBITOK
BXO0J1a B ”HPOPMAIIMOHHYIO CUCTEMY
(Toctymna K ”HPOPMALIMOHHOM CUCTEME)

VIIL7

[IpenynpexneHue noyib30BaTeNs pU €ro
BXO07Ie B MHPOPMALIMOHHYIO CUCTEMY O TOM,
4TO B MH(OPMALIMOHHOMN CHCTEME
[peaI30BaHbl MEPHI 110 00ECTICUEHUIO

0€30IacHOCTH NCPCOHAJIBHBIX JJAHHBIX, U O




HEOOXOINMOCTH COOJIIOAECHUS
yCTaHOBJIEHHBIX OIIEPaTOPOM IIPABUII
00pabOTKH EPCOHATBHBIX JaHHBIX

YII/1.8 OrnoBeleHre moJib30BaTes Mocie
YCIICIITHOTO BX0J1a B HH()OPMAITHOHHYIO
CUCTEMY O €r0 HPEABIAYIIEM BXO/JIE B
MH(POPMAIIMOHHYIO CUCTEMY

YIIA.9 OrpanudeHue yucia napauienbHbIX
CEaHCOB JIOCTYIA JIJIs KaXJ0i y4eTHOU
BarrcH MoJib30BaTessi HHPOPMAITHOHHOMI
CHCTEMBI

VITI.10 biiokupoBaHue ceanca JocTyna B +
MH()OPMAIIMOHHYIO CHCTEMY I10CTIe
YCTaHOBJICHHOT'O BpEMEHH Oe31e1CTBUS
(HEaKTHBHOCTH ) TIOJIb30BATEIIS HITH T10 €ro
Barpocy

YITA.11 Paspemenue (3anper) neicTBuil +
[0JIb30BaTENEH, pa3pelICHHbIX 10
MICHTU(DUKAIMY U ayTeHTU(QUKAIU

YIT.12 [Tonnepkka U coxpaHeHue aTpudyToB
0e30MacHOCTH (METOK 0€3011acCHOCTH),
CBSI3aHHBIX ¢ MH(OpMalMel B Ipoliecce ee
XpaHeHus: 1 00pabOTKU

VIIIO.13 Pean3anys 3alMILEHHOTO YAAIEHHOTO + +
ocTymna cyObeKTOB JOCTYIA K 00bEKTaM
TOCTYIIa Yepe3 BHEILIHUE
1H(OPMAIMOHHO-TEIICKOMM YHHKAITUOHHBIC]
CeTH

YIT/I.14 PernameHTanys 1 KOHTPOJIb + +
MICTIOJIb30BaHUS B MH(OPMAIIMOHHOMN
CHCTEME TEXHOJIOTUI OeCIIPOBOTHOIO
ocTyna

YITIA.15 PernameHTanys U KOHTPOJIb + +
MICTIOJIb30BaHUS B MH(OPMAIIMOHHOM
CUCTEME MOOMJIbHBIX TEXHUYECKUX CPEJICTB

VIT/I.16 'YpaBiieHre B3aUMOAEHCTBUEM C + +
MH(POPMALIMOHHBIMHU CUCTEMaMHU
CTOPOHHHX OpTaHU3aIuii (BHEITHHE
MH(pOPMAaLOHHbIE CUCTEMBI)

YII.17 ObecrieueHne TOBEPEHHOI 3arpy3Ku
CPEJCTB BBIUNUCIUTEIbHON TEXHUKHU

II1. Orpannuenue nporpammuoit cpesl (OI1C)

OIIC.1 'YrpaBieHnue 3amyckoM (oOparieHusMu)
KOMITOHEHTOB TIPOTPaMMHOTO
oOecreveHus, B TOM YHCJIe ONpeaeTieHUue
3aITyCKaeMbIX KOMIIOHEHTOB, HACTPOHKa
MapaMeTpoB 3aIlycka KOMIIOHEHTOB,
KOHTPOJTb 32 3aITyCKOM KOMIIOHCHTOB




MPOrpaMMHOTO 00eCTIeUeHUS

OIIC.2

'YIpaBiieHHE yCTaHOBKOM (MHCTAIIALUEN ) +
KOMIIOHEHTOB IIPOIPaMMHOI0
00€CIeYeHHs], B TOM YHUCJIE OIIPEICIICHUE
KOMITOHEHTOB, [TOJIJIEKAIIUX YCTaHOBKE,
HACTPOWKa IIapaMETPOB YCTAHOBKH
KOMIIOHEHTOB, KOHTPOJIb 33 YCTAHOBKOM
KOMITOHEHTOB IPOTPaMMHOT0 00ECTICYCHHUS

OIIC.3

Y cTaHoBKa (MHCTAJUISIHUS ) TOJBKO
Pa3peIIeHHOT0 K UCIIOIb30BAHUIO
[porpaMMHOTO o0OecrieueHus U (UiIh) ero
KOMIIOHCHTOB

OIIC .4

VrpaBnenne BpeMeHHbIMH (haiiiamMu, B TOM
qHCIIe 3alpEeT, pa3pellieHHe,
NepeHanpaBIeHIE 3aIHCH, yIaCHUE
BpEMEHHBIX (paiiioB

IV. 3amura MamIMHHBIX HOCUTENEH NepCcOHaNbHBIX AaHHbIX (3HN)

3HI. 1

'YdeT MalIMHHBIX HOCUTEIIEHN +
[MEPCOHAJIbHBIX JAHHBIX

3HI.2

praBHeHI/Ie AOCTYIIOM K MalllTMHHBIM +
HOCHUTCIIAAM IICPCOHAJIbHBIX JaHHBIX

3HI.3

KOHTpOJIB MNEPEMCIICHUA MallIMHHBIX
HOCHUTE/ICH MNEPCOHANIBHBIX JAHHBIX 3a
IPCICIIbI KOHTpOHpreMOﬁ 30HBI

3HI.4

lckiroueHne BO3MOKHOCTH
HECaHKI{MOHMPOBAHHOT'O O3HAKOMJIEHHUS C
COJIep’KaHUEM TIEPCOHANIbHBIX JaHHbIX,
XPaHALIMXCSA HAa MAIIMHHBIX HOCUTENSX, U
(uM) UCTIONB30BaHMSI HOCUTENEH
[EPCOHAJIBHBIX JaHHBIX B HHBIX
MH(OPMallMOHHBIX CHCTEMAX

3HU.5

KoHTpoJb ucnonp30BaHus UHTEP(PEcoB
BBOZIa (BbIBOJIa) HH(OpPMAIIH HA
MaIIHHHBIE HOCUTEIN TIEPCOHATBHBIX
ITaHHBIX

3HI.6

KoHTpob BBOJA (BbIBO/IA) MHGOpMALIUU
Ha MallMHHbBIE HOCUTEN IEPCOHAIBHBIX
ITAaHHBIX

SHI.7

KOHTpOJIB INOAKIOYCHUA MaIlIMHHBIX
HOCHUTEJICH NEPCOHATIBHBIX TaHHBIX

3HI.8

YHUUTOXKEHHE (CTUPAaHUE) WK + +
00e3TMYrBaHNe MEPCOHATBHBIX JAHHBIX Ha
MAaIIMHHBIX HOCUTEISX IIPU UX IIEpeade
MEX1y T0JIb30BaTENIIMU, B CTOPOHHUE
OpraHHU3alK ISl PEMOHTA WIH
YTUJIM3ALIUHY, @ TAK)KEe KOHTPOJIb
YHUUTOKEHUS (CTUpaHUs) WU
00e3MYrBaHus




V. Peructparus coobituit 6e3onacHoctu (PCB)

PChb.1 Onpenenenne coOOBITHIT 0€30MaCHOCTH, + + +
O/ IJIC)KAINX PETUCTPAIIMH, U CPOKOB UX
XpaHEHUs

PCB.2 OnpenenieHre cocTaBa U COJECPHKAHUS + + +

MH(pOpPMALIUU O COOBITHSAX OE30MAaCHOCTH,
O/JIeXKAIINX PErUCTPALIHU

PCB.3 COop, 3anmuck ¥ XpaHeHne nHpopMaIuu o |+ + +
COOBITUAX 0€30IIaCHOCTH B TEUEHUE
YCTAHOBJICHHOT'O BPEMEHH XPAHCHHUSI

PCb.4 PearnpoBanue Ha cOOM MPHU PETUCTPALIUN
COOBITHH 0€30IaCHOCTH, B TOM YHCJIE
arnmapaTHbIC U IPOrPaMMHBIC OIIUOKH,
cOou B MexaHH3Max cOopa nHGOpMAIUH 1
ITOCTIIKEHUE TPeJIesia WITH TIePeTOIHCHUS
00beMa (EMKOCTH) TTaMSATH

PCB.5 MoOHUTOPUHT (ITPOCMOT], aHATIU3) +
PE3yIbTATOB PErHCTPaI COOBITUI
0€30MMaCHOCTH U pearupoBaHre Ha HUX

PCB.6 ['eHepUpOBaHUE BPEMEHHBIX METOK M (HJIH)
CHHXPOHU3aLUs CHCTEMHOI'O BPEMEHHU B
H(OPMaIMOHHOMN CHCTEME

PCb.7 3amrTa HHPOPMALIUU O COOBITHIX + + +
0e3011aCHOCTH
V1. AutuBupycnas 3amuta (AB3)
AB3.1 Peasn3anust aHTUBUPYCHOM 3aIMTHI + + +
AB3.2 OOHOBIIEHNE 0a3bl JaHHBIX PU3HAKOB + + +
BPEIOHOCHBIX KOMITBIOTEPHBIX TPOTPaMM
(BUpYCOB)

VII. O6napy-xenue Bropxenuit (COB

COB.1 (OOHapyXxeHue BTOPKEHUH +
COB.2 (O6HOBIIeHHE 0a3bl pelIarOIINX TPABHII +

VIII. Kontposb (aHanm3) 3auIeHHOCTH NepcoHaNIbHBIX JaHHbIX (AH3)
AH3.1 BolIsiBlIeHHE, aHATIU3 YA3BUMOCTEN + +

MH(OPMaLlMOHHON CUCTEMBI U
OIIEPATUBHOE YCTPAHEHUE BHOBb
BBISIBIICHHBIX YSI3BUMOCTEN

AH3.2 KOHTpOJIb yCTaHOBKM OOHOBJIEHU I + + +
[IPOrPaMMHOT0 OOecreueHus1, BKIoYast
0OHOBJICHHE TPOTPAMMHOTO 00ECTIeUeHHS
CPEJICTB 3alUTHl HHOPMAIUU

AH3.3 KonTposnb paboTocrnocoOHOCTH, + +
[apaMeTpOB HACTPOUKH U MPABUIBHOCTU
(YHKIIMOHUPOBAHUS TIPOTPAMMHOTO
00eCTeyeHNs U CPE/ICTB 3aIIUTHI
H(pOopMalun

AH3.4 KOHTpOJIb cOCTaBa TEXHUUYECKUX CPEICTB, + +
[IPOrpaMMHOTr0 00ecreueHust U CPeCTB




3aImUTHl HTHGOPMAITIHI

AH3.5 KOHTpOJIb NTpaBuII FeHEpaui U CMEHBI + +
[apoJieil 0JIb30BaTENeH, 3aBECHUS U
YIAJIICHHS YYETHBIX 3alUCei
[10JIb30BATENEH, peaTnu3aluy PaBUl
pa3rpaHU4eHUsl JOCTYyIa, TOJIHOMOYUI
MoJIb30BaTes e B MH(GOPMAIIMOHHON

cUCTEME
IX. ObecnieueHne 1eI0CTHOCTH HHPOPMAITMOHHON CHCTEMBI U NTepcOoHANbHBIX JaHHBIX (OLJT)
OLJIL.1 KOHTpOJIb 11€T0CTHOCTH MTPOTPAMMHOTO + +

00eCIIeYeHHsI, BKITFOYasi IPOTPaMMHOE
oOecrieueHre CpeICTB 3aIUThI
nH(opMauu

OLJIL.2 KOHTPOJIb 11€I0CTHOCTH MEPCOHATBHBIX
ITaHHBIX, COJACPIKAMMUXCS B 0a3aX JTaHHBIX
MHGOPMaIMOHHON CHCTEMBI

OLJI.3 O0ecIieueHue BO3MOKHOCTH
BOCCTAHOBJICHHSI IIPOTPAMMHOIO
oOecrevueHns, BKITFOYast IPOrpaMMHOE
00ecIeYeHne CPEICTB 3alUThI
MH(OpPMAaILKK, IPH BOZHUKHOBEHUN
HEIITATHBIX CUTYallui

OLJ1.4 OOHapyXeHHEe U pearupoBaHue Ha + +
MOCTYIUICHNE B MH()OPMAITMOHHYIO
CUCTEMY He3aIpariBaeMbIX MICKTPOHHBIX
coo0IIeHnH (mrceM, JOKYMEHTOB) U HHON
MH(OpMAIIUY, HE OTHOCSIIUXCS K
(yHKITMOHUPOBAHHUIO HH(POPMAITHOHHOM
CHCTEMBI (3alKTa OT crama)

OLJLS KoHTpoib conepkanust UH(OpMaIHH,
nepeaaBaeMoil u3 nH(GOpMaAITMOHHOM
cUCTeMBbI (KOHTEHHEpHBIN, OCHOBAaHHBIN Ha
CBOIicTBax 00BEKTa AOCTYIA, U (WIIH)
KOHTEHTHBIN, OCHOBaHHbIN Ha IIOUCKE
BanpenieHHoN K nepeaade HHPOpMaIuu C
MICII0JIb30BAaHUEM CUTHATYP, MACOK U MHBIX
METO/IOB), U UCKJIIOUEHHE HEMPAaBOMEPHOM
nepeaayn HHGOpMaIMK U3
MH(OPMaIlMOHHON CHCTEMBbI

OLJIL.6 OrpanudeHue Ipas MoJIb30BaTENEHN 110
BBOAY MH(GOpMaIMU B HTHPOPMAITHOHHYIO
CUCTEMY

OLJL7 KOHTpOJIb TOYHOCTH, TOJIHOTHI U

MPaBUIHLHOCTH JaHHBIX, BBOAUMBIX B
MH(OPMALIMOHHYIO CUCTEMY

OLJL.8 KOHTpOJIb OMIMOOYHBIX ACHCTBUIN
MOJIb30BaTeNeH 10 BBOAY U (WJIH) TIepeayie
MEePCOHAIBHBIX TAHHBIX




[peynpexaeHre nojap30BaTenei 00
OIIMOOYHBIX TEUCTBUSIX

X. ObecneyeHne JOCTYMHOCTH nepcoHanbHbIX AaHHBIX (OJ1T)

OAT.1 l1cniosb30BaHNE OTKA30yCTOMYMBBIX
TEXHIUYECKHUX CPEJCTB
OAT.2 Pe3epBupoBaHNe TEXHUUECKUX CPEACTB,

[IPOTPAMMHOTO 00eCTICUeHHSI, KAHAIOB
nepeaayn nHGOpMaIiH, CPEICTB
obOecrieueHust GyHKIIMOHUPOBAHUS
MH(OPMALIMOHHOM CUCTEMBI

OJT.3 KoHTpoIb 6€30TKa3HOTO
(YHKIIMOHUPOBAHUS TEXHHYECKIX
CpEICTB, OOHAPYKEHUE U JTOKATH3aALU
0TKa30B ()YHKIIMOHHPOBAHUS, IIPHHSTHE
Mep TI0 BOCCTAaHOBJICHUIO OTKA3aBIINX
CPE/CTB U X TECTUPOBAHHE

ONT.4 [lepuoanueckoe pe3epBHOE KOIUPOBAHHE +
[epCOHAJILHBIX TAaHHBIX Ha Pe3ePBHBIC
MAIIMHHBIC HOCHUTECINU IICPCOHAIIBbHBIX
ITAHHBIX

O/T.5 OO0ecrieueHrne BO3MOKHOCTH +
BOCCTaHOBJICHUS IEPCOHAIBHBIX JAHHBIX C
[PE3ePBHBIX MAITMHHBIX HOCUTEIICH
[EepCOHAIbHBIX JAHHBIX (PE3EPBHBIX
KOIUI1) B TEYEHHE YCTAHOBJIECHHOIO
BPEMEHHOI'0 UHTEpBaJIa

XI. 3amura cpenpl Bupryanmsanuu (3CB)

3CB.1 nentudukanus u ayTeHTuGuKanms + + +
CyOBEKTOB JIOCTYyIa U O0BEKTOB JJOCTYIIA B
BUPTYaTbHONH UHPPACTPYKTYpPE, B TOM
YHCIIe aJIMUHUCTPATOPOB YITPABIICHHUS
CpeJCTBAaMU BUPTYaIH3aIII

3CB.2 'YrpaBieHue 10CTyIIOM CyOBEKTOB JOCTyma+ + +
K 00bEKTaM JI0CTYyTa B BUPTYaJIbHOU
MHPPACTPYKTYpE, B TOM YUCIIE BHYTPU
BUPTYaJIbHBIX MAIIUH

3CB.3 Perucrparus coobITH 6€30MaCHOCTH B + +
BUPTYyalbHOU UHPPACTPYKTYpE
3CB.4 Ynpasienue (punabTpanus,

MapIIpyTU3aLHsl, KOHTPOJIb COEUHEHNS,
0JTHOHAIPaBJICHHAs Nlepe/iada) MOTOKaMU
H(pOpMaLUK MEX]Ty KOMIIOHEHTaMH
BUPTYaJIbHONH HHPPACTPYKTYPHI, a TAKKE
10 IEPUMETPY BUPTYaIbHON

MHPPACTPYKTYPHI

3CB.5 /ToBepeHHas 3arpy3Ka cepBepoB
BUPTYaIU3al1H, BUPTYyaJIbHON MaIIUHBI
(koHTeliHepa), CepBEPOB YIPABIEHUS




BUpTYa3aluei

3CB.6

'YpaBiieHre IepeMeeHIeM BHPTYaTbHBIX
MaluH (KOHTEHHEPOB) U 00padaThIBAEMBbIX
HAa HUX JAHHBIX

3CB.7

KOHTpOJIb 1€TOCTHOCTH BUPTYaIbHON
MHPPACTPYKTYPHI U €€ KOH(UTrypanui

3CB.8

Pe3epBHOE KOMMPOBaHKUE JaHHBIX,
[PE3E€PBUPOBAHUE TEXHUUYECKUX CPEJICTB,
[IPOrPaMMHOT0 OOecTieueHus] BUPTYyaJIbHON
MHPPACTPYKTYPBHI, & TAK)KE KAaHAJIOB CBS3H
BHYTPHU BUPTYaJIbHON MHPPACTPYKTYPhI

3CB.9

Peanusanus 1 ynpasieHUEe aHTUBUPYCHON +
BalUTOlN B BUPTYaJIbHOM HHPPACTPYKTYpE

3CB.10

Paz0neHne BUPTYyanbHON HHOPACTPYKTYPHI +
HA CETMEHTHI (CETMEHTUPOBAHUE
BUPTYaIbHOW UHPPACTPYKTYPHI) 715
00pabOTKN IEPCOHATBHBIX JaHHBIX
OTICNILHBIM TI0JIh30BaTEIeM U (WIIH)
CPYIIION NOJIB30BATENIEH

XII. 3amura rexundeckux cpencts (3TC)

3TC.1

BamuTa nHGOpMaIu, oOpadaTsiBacMOn
TEXHUYECKUMHU CPEJICTBAMHU, OT €€ YTCUKH
M0 TEXHUYECKUM KaHajlaM

3TC.2

Opranuzaiys KOHTPOJIMPYEMOM 30HbI, B
Mpeenax KOTOPOil MOCTOSHHO
pPa3MearoTCsl CTAllHOHAPHBIE TEXHUYECKUE
cpencTBa, 00pabdaThIBaOIINE
MH(OPMALINIO, U CPEJICTBA 3ALUTHI
MH(pOpMalnH, a TAK)KE CPECTBA
oOecnieyeHns yHKIIMOHHUPOBAHHUS

3TC.3

KoHTpoJb U yripaBieHne Gpru3nyecKum + +
ITOCTYTIOM K TEXHHUUYECKHUM CPEJICTBaM,
CpeAcTBaM 3aIlIUThl HHPOPMALIUHY,
cpencTBam o0ecrieueHus
(YHKLIMOHUPOBAHUS, a TAKXKE B
[MOMEILEHUS U COOPYKEHHUS, B KOTOPBIX
OHM YCTAHOBJIEHBI, HCKJIFOYAIOIINE
HECaHKIIMOHUPOBAHHBIN (QU3NYECKUI
ITOCTYT K CpeacTBaM 00paboTKu
MH(pOpMaliK, CpEACTBAM 3aILlUTHI
MH(pOPMAaLIUU U CpeICTBAM 0OecTieueHHsI
(b yHKIIMOHUPOBaHUS HH(OPMALIMOHHON
CHUCTEMBI, B [IOMEIICHUS U COOPYKEHMS, B
KOTOPBIX OHU YCTAHOBJIEHBI

3TC.4

PazmMeriienne ycTpoicTB BBIBO/IA + +
(oToOpaskeHus) HHPpOpMAIHH,
MICKJTIOYAIOIIIEee €€ HeCAaHKIIMOHUPOBAHHBIH
IPOCMOTP




3TC.5

3aruTa OT BHEIIHUX BO3ACHCTBUNA
(BO31€HCTBUI OKPYXKAIOIIEH CPEIbI,
HECTAaOMIBHOCTH 3JIEKTPOCHAOKEHHUSI,
KOHIWIIMOHUPOBAHUS U MHBIX BHEITHUX
(haKTOpOB)

XIII. 3amuTa nH(GOPMAIIMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBsA3H U nepenayn nanubix (3MC)

3UC.1

Pa3nenenue B nHGOpMaMOHHON cUCTEME
(yHKLIUH IO yIpaBICHUIO
(aIMHUHUCTPUPOBAHUIO ) HHPOPMAITMOHHOMN
CUCTEMOMH, YIIPABJIECHUIO
(aAMUHHCTPUPOBAHUIO) CUCTEMOH 3aIUTHI
[EPCOHANBHBIX JaHHBIX, (PYHKIHUNA 1O
00paboTKe NepCOHAIBHBIX TAaHHBIX M MHBIX
bynkuuit n”HGOPMAITMOHHON CHCTEMBI

+

31C.2

[[penoTBpalieHue 3a1epKKU WU
[pEpHIBAHMSI BHIMIOJIHEHUS TTPOILIECCOB C
BBHICOKMM ITPUOPUTETOM CO CTOPOHBI
[TPOIIECCOB C HU3KUM MPUOPUTETOM

31C.3

ObecrieueHue 3aluThl IEPCOHATBHBIX
ITAaHHBIX OT PACKPBITHSL, MOJU(PHUKAILIMU U
HaBs3bIBaHUSA (BBOJA JIOKHOM
WH(pOpMaIUK) IpH ee repeaayde
(MOAroTOBKE K Mepeaye) Mo KaHaiam
CBSI31, UIMEIOLIMM BBIXO/1 32 Ipeebl
KOHTPOJMPYEMOM 30HBI, B TOM YHCIIE
OecIIpOBOIHBIM KaHaJIaM CBSI3U

31C.4

OOGecrnieyeHune TOBEPEHHBIX KaHaa,
MaplIpyTa MEeKIy aIMUHUCTPATOPOM,
MOJIb30BATEIIEM U CPEICTBAMH 3aIUTHI
mHpopManuu (QyHKIUSIMHA 6€30MIaCHOCTH
CPEJCTB 3alUThl HHPOPMAITIH)

31C.5

3anpeT HeCaHKIIMOHUPOBAHHOW y1aJIeHHOU
AKTHUBALIUK BUJEOKamep, MUKPO(OHOB U
MHBIX NTepU(EepUIHBIX YCTPONUCTB, KOTOpBIE
MOTYT aKTUBUPOBATHCS YAJIEHHO, U
OTIOBEILIEHHE T0JIb30BaTeNe 00 aKTUBALMU
TaKUX YCTPONCTB

3UC.6

[lepenaya v KOHTPOJIb LETOCTHOCTU
ATprOyTOB 6€30macHOCTH (METOK
0€30MMaCHOCTH ), CBSI3aHHBIX C
[CPCOHAJIbHBIMU JaHHBIMU, ITPU oOmeHe
MMU C MTHBIMU HH()OPMAIIMOHHBIMH
CUCTEeMaMH

SUC.7

KOHTpOJIb CAaHKIIMOHUPOBAHHOTO U
VMCKJTIOUYEHHE HECAHKIIMOHUPOBAHHOTO
CIIOJIL30BAHUSA TEXHOJIOTHII MOOMIIBHOTO
KOJ1a, B TOM YHCJIE PETUCTpAIis COOBITHH,

CBSI3aHHBIX C HCIIOJIb30BaHUEM TEXHOJIOTHUM




MOOWJIBHOTO KOZa, MX aHaJIU3 U
[pearupoBaHKE HA HAPYILICHHUs, CBSI3aHHBIE C
MICTI0JIb30BAaHUEM TE€XHOJIOTUI MOOUIIBHOTO
KOZa

31C.8

KOHTpOJIb CAHKIIMOHUPOBAHHOTO U
MCKJIFOYCHHE HECAHKIIMOHUPOBAHHOTO
MCII0JIb30BaHUs TEXHOJIOTHH ITepelayn
peuu, B TOM YHCJIE€ PETUCTPAIUs COOBITHI,
CBSI3aHHBIX C UCIIOJIb30BAHUEM TEXHOJOTUI
[Iepeadn peur, UX aHaJIU3 U pearupoBaHue
Ha HApPYLIEHUs, CBA3aHHBIC C
MCIIOJIb30BAHUEM TEXHOJIOTH Iepetadun
peun

3U1C.9

KOHTpOJIb CAHKIIMOHUPOBAHHOU U
MCKJIIOUEHHE HECAHKIIMOHUPOBAHHOU
repeaayn BUACONH(GOpPMAIINY, B TOM YUCIIE
peructpanus CoObITUM, CBA3aHHBIX C
nepeaayeil BUAeonHpOopManni, UX aHaIn3
1 pearpoBaHUE HA HapyLICHMS,
CBSI3aHHBIE C Iepefadyeit
BUICOMH(pOPMALIUU

31C.10

HOIITBCp)KI[CHI/Ie MMPOUCXOKACHUA
MCTOYHHKA I/IH(l)OpMaI_[I/II/I, HOHy‘lﬂCMOfI B
[IponccCce oNpeCACICHUA CETCBBIX aApCCOB
10 CCTCBBIM MMCHAM HJIN OIIPCACIICHUA
CCTCBLIX MMCH 110 CCTCBLIM aJipcCaM

SH1C.11

O0ecrieueHne MoIIMHHOCTH CETEBBIX
COCTMHEHUH (CEaHCOB B3aMMOJICHCTBUSA), B
TOM YHCJIE JIJIS 3allIUTHI OT MMOAMEHEI
CETEBBIX YCTPONCTB U CEPBHUCOB

31C.12

VckirroueHre BO3MOKHOCTH OTPULIAHUS
noJb30BareseM (pakTa OTHPaBKU
[IEPCOHAJIBHBIX TAHHBIX IPYroMy
[10JIb30BATEII0

31C.13

M ckroueHne BO3MOXKHOCTH OTpULlaHUA
I10JIb30BATCIICM CI)aKTa MOJIy4CHUA
MEPCOHATIBHBIX NAHHBIX OT APYTOro
I10JIB30BAaTCIIA

31C.14

lcrionb30BaHUE YCTPOMCTB
TEPMUHAIBHOTO JIOCTYMA JUIst 00paboTKH
MECPCOHAJIBHBIX TaHHBIX

31C.15

3amuTa apxUBHBIX (ailyIoB, MapaMeTpoB
HACTPOIKHU CPECTB 3alIUTHl HHPOPMALIUU
1 IPOTPaMMHOI0 00ECTIEYeHUS U MHBIX
ITAaHHBIX, HE TIOJUIeXKAINX U3MEHEHHUIO B
mporiecce 00pabOTKH MEePCOHATBHBIX
TAaHHBIX

3UC.16

BrisiBieHne, aHaian3 U OJIOKMPOBAHKE B




MH()OPMAIIMOHHON CHCTEME CKPBITHIX
KaHAJIOB Iepeaur HHPOPMAaLUU B 00X01
peaTn30BaHHBIX MEpP WU BHYTPU
[pPa3pelICHHBIX CETEBBIX MPOTOKOJIOB

SUC.17 PazoueHne nHGOPMAIIMOHHOW CUCTEMBI HA + +
CErMEHTHI (CerMEeHTUPOBaHUE
MH()OPMAITMOHHOW CHCTEMBI) U
o0ecrieueHne 3aluThl IEPUMETPOB
CErMEHTOB MH(POPMAIIMOHHOMN CUCTEMBI

31C.18 O0ecrieueHue 3arpy3Ku U UCIIOIHEHUS
[POTrPaMMHOTO 00ECIICUEHHSI C MAIIMHHBIX
HOCHTEIICH NEpCOHAJIbHBIX JAHHBIX,
ITOCTYIHBIX TOJIBKO ISl YTCHUS, U
KOHTPOJIb IEJIOCTHOCTH JJAHHOT'O
POrpaMMHOTO 00eCIICUCHHS

31C.19 1305151111151 TpOLIECCOB (BBIIIOJIHEHNE
porpamMm) B BBIJICIICHHOM 00J1aCTH NaMSTH

31C.20 3amuTa 6ECIpOBOIHBIX COSTUHEHUH, + + +
[PUMCHSEMBIX B HH()OPMAIIMOHHON
crucremMe

XIV. BoisgBrenue uHIMIEHTOB U pearupoBanue Ha Hux (MTHII)

IMHII.1 OnpeneneHue JIMil, OTBETCTBEHHBIX 3a + +
BBISIBJICHUE UHIIUJECHTOB U pEarupoBaHKe
Ha HUX

MHIL.2 OOHapyxeHue, uAeHTU(DUKAIS U + +
perucTpanys HHIHMJIEHTOB

MHII.3 CBoeBpeMeHHOE UH(POPMUPOBAHHUE JIHII, + +
OTBETCTBEHHBIX 32 BBISIBJIEHUE UHIIUJEHTOB
1 pearupoBaHUE HA HUX, O BOBHUKHOBEHUH
MHITUCHTOB B MH(GOPMAIMOHHOMN cHcTeMe

M0JIb30BATEIISIMU U aJIMUHUCTPATOPaMU

MHII.4 AHAJTM3 UHIIMICHTOB, B TOM YHCIIE + +
ONpeIeJIeHUE UCTOUHUKOB U MPUYUH
BO3HHUKHOBEHMUSI MHIIUJICHTOB, a TAaKXKe
OIIEHKA UX TOCJIECTBUN

MHIIL.S [[prHsTHE MEp IO YCTPAHEHUIO + +
[1OCJIEICTBUI UHIIUICHTOB
MHLI.6 [ [naHupoBaHUE U NPUHATHE MEP 11O + +

[PCAOTBPALICHUIO TIOBTOPHOT'O
BOSHHUKHOBCHUS HHIIUACHTOB

XV. Ynpapnenue koHQUrypaiueit HHPOPMAIMOHHON CUCTEMbI U CUCTEMBI 3allIUTHI TIEPCOHATBHBIX
naHHbIX (YK®)

YK®.1 OrnpezneseHne aui, KOTOPbIM pa3peleHbl + + +
ENCTBUS 110 BHECEHUIO U3MEHEHUH B
KOH(UTypanuo HHPOPMaIIHOHHOM
CHUCTEMBI M CUCTEMBI 3alLIUTHI
MEePCOHAIBHBIX JTaHHBIX

YK®.2 'YnpaBieHrne H3MEHEHUSIMHU KOH(UTypaIiu + + +




H(OPMALIMOHHON CUCTEMBI  CHCTEMBI
BaIUThI MEPCOHATBHBIX TAHHBIX
VK®.3 AHaJIN3 TOTEHIIUAJILHOI'O BO3AECHCTBUA + + +
[TAHUPYEMbIX U3MEHECHUH B
KOH(pHrypanuu HHPOPMAITMOHHOK
CUCTEMBI M CHCTEMBI 3aIIUTHI
MepCOHAIBHBIX JaHHBIX Ha oOecreyeHne
BaIUThI TEPCOHATBHBIX JTAaHHBIX H
corlacoBaHuE U3MEHEHUI B
KOH(HUTypanuyu HHPOPMALUOHHOM
CUCTEMBI C JIOJKHOCTHBIM JIUI[OM
(pabOTHUKOM), OTBETCTBCHHBIM 32
obOecrieueHrne 6€30MacHOCTH
MEPCOHAITBHBIX TAaHHBIX

YK®.4 JlokyMeHTupOoBaHuEe HHGOpMAITTT + + +
(maHHBIX) 00 M3MEHEHUIX B KOH(UTYpanuu
H(OPMALIMOHHON CHCTEMBI  CUCTEMBI
BalllMThl IEPCOHAIBHBIX JaHHBIX

"+" - Mepa mo oOecrieuyeHHIO OE30MACHOCTH MEPCOHAIBHBIX JIAHHBIX BKIIFOYCHA B 0a30BBIH HAOOP
Mep ISl COOTBETCTBYIOIIETO YPOBHS 3aIUIIICHHOCTH IEPCOHATBHBIX JIAHHBIX.

Mepbl 110 o0ecreYeHHI0 0e30MacHOCTH INEPCOHANBHBIX JAHHBIX, He 00O3HAYeHHBbIC 3HAKOM "+,
NPUMCHSFOTCS TIPH aJanTaiuu 0a3oBoro Habopa Mep M yYTOYHEHUH aJalTHPOBAHHOTO 0a30BOTO
HaOopa Mep, a Takke MpU pa3padoTKe KOMICHCHUPYIOIIUX Mep MO O0eCIeYeHHI0 0e30MacHOCTH
MEPCOHATBHBIX JaHHBIX.



